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Used properly technology
can help us stay
connected....
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Don’t Forget Most kids

p have positive
r experiences!

But you may
| " need to help
-
-~ them to be
safe and
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Time? It is more about Quality...

Consider
* The range of activities...

 WWhere children access devices — much
harder to control when in bedrooms!

* Some parental control apps limit time
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LGfL - Undressed
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https://undressed.lgfl.net/

Settings -

internetmatters.org

internet

matters.org

ONLINE ISSUES ADVICE BY AGE SETTING CONTROLS

You are here: Home > Parental Controls

Parental Controls

Give your child a safe space to explore their curiosity online.

Our step by step guides will help you to set up the right
controls and privacy settings on the networks, gadgets,
apps, and sites they use to give them a safer online
experience.

SEE SET UP SAFE CHECKLIST

What are parental controls?

Parental controls are the names for a group of settings that put
you in control of what content your child can see. Combined
with privacy settings these can help you protect your children

from the things they shouldn’t see or experience online.

GUIDES & RESOURCES

Search Q

SCHOOLS RESOURCES

About us Inclusive Digital Safety

NEWS & OPINION

Popular Parental control guides



https://www.internetmatters.org/parental-controls/interactive-guide/

YouTube ... easy to see
“scary” videos
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Discussion — knowing their

apps and games
Talk....

* What Is your favourite
game or app”?

* Show me what you
watched today...

* What is the best thing on

our tablet?
Altogether tter




Good Digital Citizen

* Help your child to be nice to
others on line

» Make sure that they can share
any worries with you

* Online bullying is still very
worrying for many children
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Settings
CHECK Sharing of :-

Pictures
Videos
Location
Contacts
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Privacy Settings... From
Internet Matters

1 — Set the account to Private
(Username and profile photo still
visible)

2 — Turn ON Digital Wellbeing (
Adds time control and filtering)

3 — Control Comments

o
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Whatsapp Kids
Groups...

Sometimes
unpleasant words
and silly pictures....




Teach Children to screen shot!

Unpleasant, rude
or creepy
comments —
screenshot and
take to a trusted
adult.
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Geolocation Based Risks
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5 Select Language

Talk to strangers! 43,000+

You don’t need an app to use Omegle on your phone or tablet! The web site works great on mobile.

Omegle (oh-meg-ull) is a great way to meet new friends, even while practicing social distancing. When
you use Omegle, we pick someone else at random and let you talk one-on-one. To help you stay safe,
chats are anonymous unless you tell someone who you are (not suggested!), and you can stop a chat
at any time. Predators have been known to use Omegle, so please be careful.

If you prefer, you can add your interests, and Omegle will look for someone who's into seme of the
same things as you instead of someone completely random.

By using Omegle, you accept the terms at the bottom. You must be 18+ or 13+ with parental permission.

Video is monitored. Keep it clean '} *

18+: (Adult) (Unmoderated Section)

What do you wanna talk about? Start chatting:
Add your interests (optional) Text or Video
u Cnllege student chat Spy (question) mode Unmoderated section

By using the Oma%\EWeb site, and/or related products and/or services ("Omegle", provided by Omegle.com LLC), you agree to the following terms: Do not use Omegle if you are under 13, If you are under 18, use it only with a parent/guardian’s permission. Do not transmit nudity, sexually harass anyone, publicize other
peoples’ prwate information, make statements that defame or libel anyone, violate intellectual property rights, use automated programs to start chats, or behave in any other inappropriate or illegal wag on Omegle. Understand that human behavior is fundamentall un(nntml\ah\s, that the peo| |EyrHU Eﬂ(DthEr on O""‘?PlE may
not behave appropriately, and that they are solel respunslb\efurthelr own hehavlur Use O le at your Dwn eril. Dlscunnect if anyone makes you feel uncomfortable. You may be denied access to Omegle for ing| rupr\ate behavior, or for any other reason. OMEGLE IS PROVIDED AS IS, AND

ALLOWED YF PPLICAELE LAW, ITIS ROV\DED{U ITHOUT ANY WARRAMTY, EX| % h{ A (ARRANTY OF MERVCHANTAB\LTY OR FITNESS FOR A PARTICULAR PURPOSE. TO ﬁﬂ EX'l’EiI LLOWED BY APPLICABLE LAW, THE PROVIDER OF OMEGLE, AND ANY OTHER PERSON OR ENTITY
ASSOCIATED WITH OMEGLE'S OPERATION, SHALL NOT BE HELD LIABLE FORANY D\RECTOR \NDIRECT DAMAGES ARISING FROM THE USE OF OMEGLE, OR ANY OTHER DAMAGES RELATED TO OMEGLE OFANY KIND WHATSOEVER By using Omegle, you accept the practices outlined in Omegle's PRIVACY POLICY and
INFORMATION ABOUT THE USE OF COOKIES (updated 2014-06-03 - contains important information about video chat menitoring).

Parental control protections (such as computer hardware, software, or filtering services) are commercially available that may assist you in limiting access to material that is harmful to minors. If you are interested in learning more about these protections, information is available at https://www .connectsafely.org/controls/ as well
as a number of other Internet sites that provide information on this form of protection.

* Omegle video chat is moderated. However, moderation is not perfect. You may still encounter people who misbehave. They are solely responsible for their own behavior.
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Content

« Consider setting up filtering

* Don't rely on it — Children may find ways
around

* Internet History

 Games — PEGI Ratings
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Assertiveness

* Don't be afraid to say no.

* Discuss boundaries with
other parents — children will
try and play off against each
other ... " Billy is allowed his
X Box until midnight !l *
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Don’t become a victim of
Cybercrime!

 Have a good Password

* Use "Dual Factor”
authentication ( Password
PLUS phone!)
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Data Breaches and vouir data

N hews

Home UK World Politics US Climate Science&Tech Business Ents&Arts Travel Offbeat

— Babylon Health app praised by health
Y!_ secretary admits patients' video
consultations leaked to other users

EasyJet admits data of nine million  TheBabyon Heaith app eaked recordings of some of s patients’ private video
haCked consultations with GPs.

By Jane Wakefield
Technology reporter
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The Worlds biggest data
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World's Biggest Data Breaches & Hacks

Select losses greater than 30,000 records
Last updated: 11th May 2020
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Passwords

« Should be long, memorable and include
numbers and special characters

* Should NOT be the same for all the sites
used — as If one site gets hacked you loose
everything

 Some people use a Password manager app
such as Lastpass or Dashlane
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Home  Notifyme Domainsearch  Who's been pwned Passwords APl About Donate BIP

--have i been pwned?]

Check if your email or phone is in a data breach

@ Generate secure, unique passwords for every account = Leam more at 1Password.com

531 11,257,069,621 114,102 200,091,452
pwned websites pwned accounts pastes paste accounts
Largest breaches Recently added breaches
Collection #1 accounts DriveSure accounts

ParkMobile accounts

Verifications.io accounts

Onliner Spambot accounts Descomplica accounts

Jefit accounts

[ [

Data Enrichment Exposure From

PDL Customer accounts Emotet accounts

]
i @ &2

Exploit.In accounts (TN
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https://haveibeenpwned.com/

Dual factor?

* Free App
* Works with Amazon, PayPal
etc

* Only appears when you log
INnto a new device as a check!
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Competitions and registration

Who wants
my details?

congratulations!!!

You are today’s luck winner of $5000

If it seems too good to be true, it probably is!



Kids money
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Your Money...

Dad... can | just have your
account number to
download ...
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Online Help

Internetmatters.org |
Good advice — Common Sense Media

parental controls (Good for Reviews)

etC . (& common sense media
i s GO0 T3 v YO T ST EXpENCe. By CONTINNG K0 DAOVWSE e ST you are Sgreeing 10 Gur Use of coomes
gRre e e ety o [ acarr |
About us soarch Q Reviews  TopPicks  FamilyGuides  ParentConcerns  Videos  News&Advice  Lating
_ Al e e

Kids' Summer Movie Guide 2017
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More help can be found on these websites



What else can we do?
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Have fun but stay in control...

* Times

* Locations

* Apps/Games allowed

* Open approach to sharing

Altogether laetter o %ﬁ .
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